INTRODUCTION
This Essay addresses a new economic and human right the European Union has included in a Draft Regulation 1 that would bind all its Member States: the right to data portability ("RDP"). 2 The basic idea of the RDP is that an individual would be able to transfer his or her personal data and other material from one information service to another without hindrance. 3 A core example, referenced in the explanatory materials to the Draft Regulation, is for consumers to control the material they have posted to a social networking site such as Face-[Vol. 72:335 guage applies generally to cloud computing, web services, smartphone apps, and other automated data processing systems. 13 More generally, data portability can address a "lock-in" or high switching costs problem-users start to use one service, such as Facebook, and then find it costly or technically difficult to shift to another service, even if they prefer the other service.
14 One rationale for a legal right to portability in such instances would be to reduce monopoly power and improve competition in the market, so that new services can innovate and attract customers away from the original service. 15 Within E.U. law, an important additional rationale for the RDP is to implement human rights related to privacy (generally called "data protection" in the E.U.). 16 The drafters of the RDP justify it as building on fundamental data protection rights included in earlier European legal instruments, such as the 1995 Data Protection Directive. 17 Proponents would include the new rights created by the Draft Regulation as fundamental rights under E.U. law. 18 In addition to competition law and fundamental rights, interoperability is an additional possible argument in favor of Article 18.
While we underscore our hope that major online services will provide data portability in many settings, we nonetheless write this Essay to express serious concerns about the RDP as drafted. A principal reason for our concern is that Article 18 is a bad fit with U.S. antitrust and E.U. competition law. 19 The concerns about lock-in and high switching costs have been extensively addressed in antitrust law. 20 One crucial requirement in competition law is that market domi-
See Gabriela Zanfir, The Right to Data Portability in the Context of the EU Data Protection
Reform, 2 INT'L DATA PRIVACY L. 149, 149 (2012) (discussing Article 18's application to cloud computing).
14. Id. at 152.
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16. Draft Regulation, supra note 1, at 1-2. nance must be shown, typically by demonstrating high market share. 21 The text of Article 18, however, applies to a start-up software company in a garage just as it does to a monopolist. In examining the best means to achieve the goal of consumer welfare, the U.S. and the E.U. have a nuanced application of the rule of reason, not the per se requirements of Article 18. 22 Competition law, not Article 18, would consider the many efficiencies that result from a service provider deciding what functions to include in its products, which undergo rapid innovation. 23 Another concern is that Article 18 suffers from serious difficulties regarding privacy or data protection law. 24 No jurisdiction has experimented with anything resembling the proposed Article 18, casting serious doubt on its status as a new human right protecting privacy. 25 Among other difficulties, Article 18 poses serious risks to a longestablished E.U. fundamental right of data protection: the right to security of a person's data. 26 Previous access requests by individuals were limited in scope and format. 27 By contrast, when an individual's lifetime of data must be exported "without hindrance," one moment of identity fraud can turn into a lifetime breach of personal data. 28 A final concern with Article 18 is that the affirmative mandate to create an EIM goes far beyond previous law relating to interoperability, in both the U.S. and E.U., where the second service is permitted to write interoperable code, despite objections by the first service. The new, mandated code must also perform at a high level of interoperability, transferring the data "without hindrance." 30 In practice, achieving interoperability is often a difficult task, requiring tailored code to interact with different recipients. 31 But the RDP puts a new obligation on the first service to write the EIM and meet that ambitious standard. 32 Part I of the Article explains the RDP as contained in the Draft Data Protection Regulation issued by the European Commission in January, 2012. The RDP would apply both within the E.U. and to online services globally that sell in the E.U. 33 Part II analyzes the RDP under antitrust or competition law. A key finding is that the RDP, designed to help consumers, appears to reduce consumer welfare as understood in competition law. Competition law, in both the U.S. and E.U., recognizes important efficiencies that can occur from lock-in for some situations; notably, a certain level of switching costs can encourage investment in new products and services, creating efficiency over time. 34 In addition, the Draft Regulation as written can reduce interoperability by creating an incentive to use non-standard formats; only "standard and commonly used" formats trigger the RDP requirements. 35 Part III analyzes the RDP as an expansion of human rights from a data protection and privacy perspective. With the absence of previous experimentation with data portability rules, and no consensus among experts about best practices, it is risky to lock in sweeping new requirements. 36 Part IV examines the RDP in light of other interoperability law, including Lotus Development Corp. v. Borland International 37 that the "functionality of a computer program reproduced in another computer program" is not a copyright violation).
30. Draft Regulation, supra note 1, art. 18(2), at 53. 33. Draft Regulation, supra note 1, art. 3(2), at 41.
34. See FATUR, supra note 20, at 176 (" [T] he core issue with regard to imposing a duty to deal is balancing short-run gains in efficiency with long-run incentives to invest and compete dynamically, which should be done on a case-by-case basis."). and the E.U. Computer Programs Directive, 38 and shows that the proposed RDP goes considerably beyond previous interoperability requirements. 39 The general conclusion is that the RDP deserves careful attention from academics and policymakers, both within the E.U. and elsewhere, and that a sweeping or badly implemented version of the RDP could cause significant harm.
I. ARTICLE 18: THE RIGHT TO DATA PORTABILITY
This Part examines the text of Article 18, which defines the RDP. Three examples then illustrate the sorts of interpretive challenges facing the Commission and the many software and Internet service companies that would be required to comply with the RDP.
A. The Text of Article 18
The European Commission on January 25, 2012 proposed changes to the current regulatory framework protecting the personal data of individuals (the "Draft Regulation").
40
Among those protections is the RDP. 41 This Essay is concerned with Article 18's requirements on companies to transfer consumer data.
42
More specifically, the Commission's example of transfer of data between social networks illustrates the goal of the RDP. The Draft Regulation cites the example of a social network as a rationale for Article 18: "The data subject should . . . be allowed to transmit those data, which they have provided, from one automated application, such as a social network, into another one." 43 For this core example, a Facebook user would have the right to export the data governed by Article 18 to the user or another social network. Article 18 is divided into three parts. Paragraph 1 gives consumers the right to download personal data, 44 which is defined broadly under E.U. law as "any information relating to a data subject." 45 The right applies to personal data "processed by electronic means and in a structured and commonly used format." 46 For this personal data, which we will refer to as "covered personal data," the organization that controls the data, such as the social network, must provide a copy of the covered data to the data subject. 47 The copy must be "in an electronic and structured format which is commonly used and allows for further use by the data subject." 48 In short, the user (called the "data subject" under E.U. law) has a right of data portability-a right to get a copy of the covered data in an easy-to-use format. For instance, a Facebook user would have a legal right to export his or her covered data in a form that is usable in another social network.
49
Paragraph 2 gives consumers the right to transfer personal data and "other information" provided by the consumer in a commonly used format "without hindrance" from one processing system to another. 50 This paragraph differs in four important respects from Para-44. Id. art. 18(1), at 53. Paragraph 1 states in full:
The data subject shall have the right, where personal data are processed by electronic means and in a structured and commonly used format, to obtain from the controller a copy of data undergoing processing in an electronic and structured format which is commonly used and allows for further use by the data subject. Where the data subject has provided the personal data and the processing is based on consent or on a contract, the data subject shall have the right to transmit those personal data and any other information provided by the data subject and retained by an automated processing system, into another one, in an electronic format which is commonly used, without hindrance from the controller from whom the personal data are withdrawn.
Id.

45.
Id. graph 1. First, it goes beyond the requirement to provide data to the data subject. It requires the first party, such as Facebook, to export the data directly to other websites, such as another social network.
51
Second, it requires data transfer to another processing system in a commonly used format "without hindrance."
52
Although the term "without hindrance" is not further defined in the Draft Regulation, the language suggests a strong obligation on the first party to have the export work smoothly. Third, Paragraph 2 extends not only to "personal data" but also to "other information" provided by the user. 53 Fourth, Paragraph 2 does not limit itself to data already stored in "a structured and commonly used format," as does Paragraph 1. 54 The right to export data applies to "any other information provided by the data subject."
55
To further define the obligations of Article 18, Paragraph 3 vests considerable power in the Commission to determine the scope of Article 18. 56 We are not aware of any legislation in effect that implements anything like Article 18. Given that the Draft Regulation uses terms new to legislation, there is considerable uncertainty about the meaning of the RDP as defined in Article 18.
B. Defining Key Terms in Article 18
The novelty of Article 18, and the varying interpretations that can be given to its key terms, makes it difficult to gauge how broadly or narrowly the text will be interpreted. This Essay critically examines the possible rationales for and effects of Article 18. If Article 18 is interpreted broadly and enforced vigorously, then we believe there could be quite substantial effects on online software and services. Notably, as discussed in Part II, the current text of Article 18 can be in- The Commission may specify the electronic format referred to in paragraph 1 and the technical standards, modalities and procedures for the transmission of personal data pursuant to paragraph 2. Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 87(2).
Id.
terpreted to be substantially at variance with how E.U. competition law assesses similar practices. By contrast, a narrow interpretation of Article 18, or decisions by data protection authorities not to enforce vigorously, would mean that the RDP creates few new issues-it would not be a major departure from the status quo.
We hope readers will understand this Essay as a useful attempt to analyze both the theoretical and practical implications of the innovative provisions of Article 18. The issues raised here may be helpful in considering whether to amend the current text of Article 18 before the Draft Regulation becomes final. The analysis may also be useful to the Commission and interested persons in subsequent proceedings under the authority delegated by Paragraph 3. 57 We now turn to the possible narrow and broad interpretations of three key terms: (1) "without hindrance"; (2) "other information"; and (3) "structured and commonly used format." 58
Export "Without Hindrance" and the Requirement to Write an Export-Import Module
Under Paragraph 2, users have the right to transfer their data "without hindrance" to the data subject or another online service.
59
Interpretation of "without hindrance" will substantially determine the reach of Article 18. Quite possibly, under a broad reading that seems supported by the text, Article 18 requires an online service to write what we refer to as an "export-import module" ("EIM"). The EIM signifies the software code and services that will export the data from the first service and import it into a second service. The EIM software that works "without hindrance" would presumably meet the European e-Government initiative's definition of "interoperability," or "the ability of information and communication technology (ICT) systems . . . to exchange data and enable the sharing of information and knowledge." 60 A strong form of interoperability would enable consumers to transfer data seamlessly from one platform to another. Under a narrower interpretation of "without hindrance," the RDP would not place an affirmative obligation on the controlling website to transfer data directly to data subjects and other websites including competitors. Instead, the RDP would primarily seek to prevent a first party from technically blocking the transfer of data to a second party. This interpretation would reduce the cost on the first party because it would not need to develop an EIM to transport data to competitors. The text of Article 18, however, may not be consistent with this narrow reading. The language appears to impose an affirmative obligation on the first party to provide software that accomplishes the goal of exporting the data easily for the data subject.
Defining "Structured and Commonly Used Formats"
The right to data portability in Paragraph 1 applies only to data "processed by electronic means and in a structured and commonly used format." 62 The Commission is specifically granted the authority to define what formats meet this definition.
63
"Structured" and "commonly used" are apparently two distinct formatting requirements and both must be satisfied before consumers can realize their right to data portability.
Structured data formats allow for increased functionality and easier data transfer.
64 Tim Berners-Lee is one advocate for greater use of well as upsides of interoperability. We note that we received this book only after the ideas in this Essay were mostly developed and presented publicly, although we did read and benefit from the following article while developing 65 To achieve the semantic web, websites would convert from using unstructured formats such as PDF, where words, data, and pictures all appear essentially as one image on a page; instead, websites would rely on structured formats such as RDL/XML, so that statistical and other information is exported to a new service in a way that allows automatic processing. 66 Currently, there is no easy tool for determining what formats count as structured. The standard-setting goals of the Internet Engineering Task Force, for instance, do not include a structured format. 67 The Commission will thus have to develop the expertise to determine over time which formats are sufficiently structured.
Once the Commission decides that a format is structured, it must still determine whether a format is commonly used.
68
A structured format is not necessarily commonly used-there are many standards that are not widely adopted. 69 The difficulty of finding the actual usage of a format will further complicate the Commission's task. It may be difficult enough for the Commission to assess the number of sales of a software package or downloads from a site. It is even more diffi-/1272.pdf (describing the need to convert unstructured data formats into more structured formats to enhance interoperability). cult to measure the extent to which consumers actually use the format. 70 
65.
The Amount of Data Covered by the RDP
Defining what data is covered by the RDP is vital for organizations that must comply with portability requests. An area of uncertainty in the Draft Regulation is the definition of "other information provided by the data subject" in Paragraph 2. 71 Website controllers maintain numerous types of data on consumers. On the one end, consumers directly upload data to a web service. Examples include uploaded photos and information a user has typed into a site, such as status updates or profile information.
72
Direct uploads, where users supply the information, presumably fall within the definition of "other information."
73
On the other end, companies keep many kinds of metadata and analytics about usage of a website, some of which is aggregated to the point where there is no feasible link back to the individual user. 74 Data that is truly created by the site, for operational or analytic purposes, presumably does not fall within the definition of "other information provided by the data subject." An online game such as World of Warcraft provides another example. 78 Consumers develop individualized avatars that embark on unique quests, but such creations are done using World of Warcraft software. 79 If the avatars in the game meet the other requirements for the RDP, then it may be a complex task to determine what information was "provided by the data subject." 80 Somehow, the legal implementation of Article 18 will need to provide guidance on how to handle the nuanced issues regarding information that is provided at least in part by both the data subject and the controller, apparently for a huge number of different websites and apps.
Article 18 also fails to address how the RDP would apply in connection with intellectual property rights or claims by multiple individuals to have control over information. The RDP's requirement to export "other information" may conflict, for instance, with a license that limits the data subject from copying songs, photographs, or other mation" may legally be transferred on behalf of a particular data subject.
The discussion here has presented three examples of as-yet undefined terms under Article 18: "without hindrance", "structured and commonly used format[s]", and "other information provided by the data subject." 83 Experience with Article 18 may reveal other textual challenges. As with any legal regime based on novel terms, there would appear to be a great deal of uncertainty about how the full range of software and Internet service providers are expected to comply with the RDP. Perhaps most importantly, controllers will need guidance on the scope of the new mandate for them to write the software for the Export-Import Module. 84 The Draft Regulation also contains enhanced penalties that can reach two percent of a company's global revenue. 85 The prospect of large penalties, combined with genuine uncertainty about the RDP's meaning, makes it important to scrutinize the proposed RDP carefully. The rest of this Essay will explore the problems that can arise from a broad interpretation of the RDP.
II. THE RDP AND COMPETITION LAW
A core argument for the RDP is the fear of lock-in, the idea that consumers will continue to use an inferior product because of high switching costs. 86 This Part of the Essay analyzes the RDP under E.U. competition law and U.S. antitrust law, which we refer to generally here as "competition law." The conclusion is striking: The RDP as proposed is far broader than competition law would support. The chief goal of competition law is to increase consumer welfare. Although there may be other justifications for the RDP, Article 18 as drafted is contrary to the teachings of competition law.
In competition law, a successful case would need to establish three elements: dominant market power, an exclusionary practice, and no efficiencies to offset the harms of the exclusionary practice.
89
Compared with these basic requirements of an antitrust claim, the RDP is over-broad. It applies even in the absence of market power. It does not take into consideration the substantial efficiency arguments that apply in many settings. Additionally, under European law for exclusionary practices, it would often be quite difficult to show the main types of exclusionary practices, such as a refusal to supply, denial of access to an essential facility, or a tying violation.
90
Put another way, the RDP essentially creates a per se rule for the cases covered by the RDP-for these cases, the Draft Regulation prohibits software unless it has an EIM.
91 Current E.U. and U.S. competition law, however, applies the rule of reason to exclusionary conduct rather than a per se rule. For those not familiar with competition law, that means that enforcement is case by case, and depends on the efficiencies of the action as well as the possible harm to competition.
92
This departure from E.U. and U.S. competition law does not in itself mean that the RDP is flawed. It does mean, however, that lock-in effects and high switching costs do not justify the proposed RDP. When tested against modern understandings of competition law, the RDP as drafted goes far beyond the rules that competition law would apply to lock-in and switching costs, in ways that reduce consumer welfare.
This Part explores the differences between the RDP and current competition law. First, the RDP does not require a showing of market power and applies equally to monopolies and to small and medium enterprises. 93 Second, the RDP uses a per se approach that does not compare the precompetitive efficiencies against the harms to competition. 94 Third, failure to write EIM software does not fit under the traditional categories of exclusionary conduct prohibited by current competition law.
See Commission Communication on Guidance on the Commission's Enforcement Priorities in Applying Article 82 of the EC Treaty to Abusive Exclusionary Conduct by Dominant Undertakings
95
A. Market Power and Effects on Small and Medium Enterprises
Competition law leads to enforcement only when market power exists: "A finding of dominance in general, and a high market share in particular, serves as an initial screen to identify market conduct which may potentially be harmful." 96 Where there is no market power, consumers and the market are not harmed by the actions of one company-the company by definition cannot exercise monopoly power. 97 In the E.U., the Commission strongly presumes that companies with less than a forty percent market share do not dominate a market, and so are exempted from competition enforcement. 98 The required showing of market power, to trigger possible enforcement, is generally even higher in the U.S. 99 In addition to high market share, substantial barriers to entry must exist for a company to possess market power.
100
The Draft Regulation applies the RDP even in the absence of market power. Any company that meets the other criteria of standard format and electronic processing, for example, comes within the requirements of the RDP. 101 This simple fact is a major departure from competition law. Applying the RDP in the absence of market power signals that the monopoly power problems of lock-in alone do not jus- By not requiring market power, the RDP imposes obligations on numerous companies without a corresponding consumer benefit.
Competition law requires market power before enforcing against even very large companies. 103 Competition agencies are even less likely to bring enforcement actions against small and medium-sized enterprises ("SMEs").
104
Yet the RDP as drafted applies to SMEs the same as it does to large software companies. 105 Mandating the RDP for SMEs, in the name of preventing lock-ins, has at least three major disadvantages. First, SMEs rarely, if ever, have market power. Second, the compliance burdens on SMEs are likely to be substantial relative to the benefits. Under the RDP as drafted, a start-up in a garage would appear to have the same responsibility to create an EIM as a large company.
106 A large company may have enough software writers and compliance lawyers on staff to build and test the EIM to meet the Article 18 requirements. SMEs are far less likely to have the resources to learn their compliance obligations and write software to meet them. The third disadvantage follows from the first two: Innovation by small software companies will be discouraged if they must write an EIM from the start and comply with the RDP. 107 The concern is that the RDP, rather than promoting consumer welfare, would deprive 107. Cf. Guidance, supra note 88, ¶ 87 (recognizing that proposed rules and regulations may prevent companies from innovating or bringing their services to the market).
consumers of innovative products with no corresponding benefit to competition generally. 109 captured this intuition that there are many valid reasons a programmer might include or exclude particular features and functions, including that "integration of new functionality into platform software is a common practice," 110 and integration "is common among firms without market power."
111
That a practice is common among firms without market power is strong evidence that the practice has efficiencies, rather than generally being an attempt to lock-in or otherwise exercise market power.
112
The RDP, as drafted, creates a per se rule against software that lacks an EIM. 113 The provider cannot defend itself by saying that its practices improve competition and are more efficient than they would be if it followed the RDP requirements. Competition law, by contrast, uses a rule of reason rather than a per se rule, which allows deviations where significant efficiencies exist.
114 E.U. competition law frowns on the use of a per se rule in the area of exclusionary practices, such as 108. As with other regulatory requirements, an additional concern is that established companies that become experts in the regulations will use them to their own competitive advantage. For instance, the RDP might enable a major company to complain when a smaller company is not complying with the RDP. In this way, the large player can impose regulatory burdens on smaller competitors, and also in this case perhaps require the smaller competitor to shift data to the large company. Such mandated shifts in data from smaller to larger companies can actually reinforce problems of competition in the market. 112. See id. at 86-87 (reasoning that firms without market power tend to buy "bundled" goods and services, as opposed to buying those services separately, because it is more efficient, not because the bundled goods are the only option available). As discussed in this Section, a per se rule would likely create significant inefficiencies for current software providers by requiring them to create an EIM for software covered by the RDP. Creating an EIM could be costly for both SMEs and larger providers. Writing interoperable software is more challenging than it may seem.
118 A per se rule would also harm dynamic efficiency-the efficiency of the market over time. 119 The ability to attract users to a software service, and keep them there in at least some instances, is an important incentive for innovation and new entrants. 120 Additionally, and ironically, the RDP as drafted may create incentives for software providers to actually reduce their use of commonly accepted standards.
Static Efficiency and the Cost and Difficulty of Achieving Interoperability
The RDP mandates that covered software include an EIM by requiring that the data subject be able to get covered data "without hindrance" from the first party. Interoperability is a problem for even the most sophisticated of organizations. "Even the internationally respected Mayo Clinic, which treats more than a million patients a year, has serious unresolved problems after working for years to get its three major electronic records systems to talk to one another." 123 In assessing the efficiency of the RDP, the costs of creating the EIM should be weighed against the benefits of the RDP.
The cost and difficulty of achieving interoperability is highlighted in a recent study by Professors Rajiv Shah and Jay Kesan that assessed the effects of open standard document formats on interoperability.
124
The authors examined interoperability for the OpenDocument Format ("ODF") and other alternatives to Microsoft's proprietary DOC format.
125
Their study showed "very significant issues with interoperability" between existing document formats. Kesan's experience with ODF is relevant to the likely experience with other open standards going forward. Second, the study applied to major software products with large numbers of users.
130 Google Docs, for instance, had around four million users at the time of the study, 131 but the study found significant interoperability lapses by Google Docs. 132 Third, the study applied to software producers that had strong commercial incentives to achieve interoperability. Google Docs, for example, is a major strategic investment by a leading company trying to gain market share in the large market for word processing software.
133
This study, in short, supports the idea that interoperability may well be costly and difficult to achieve. 134 The requirement of interoperability could impose high costs on small companies relative to the size of their market. Even for major software programs, supported by large companies with strong commercial incentives, the study found significant issues of interoperability. 135 Especially if the first party has a responsibility to make sure that interoperability works with a range of second parties, then there may be serious feasibility concerns about the extent to which the RDP can be achieved in practice. This sort of mandate goes well beyond what is required by competition law. 136 At a minimum, regulators should not assume that interoperability is easy and inexpensive to achieve. 
Dynamic Efficiency and a Reduced Incentive to Use Standards and to Innovate
Along with current costs of creating an EIM, the RDP can have significant effects on dynamic efficiency and consumer welfare over time. First, the RDP creates one especially perverse incentive. The Paragraph 1 requirements about providing a copy of personal data apply only to companies that process data "in an electronic and structured format which is commonly used."
137 Based on the language of the Draft Regulation, companies can avoid the need to write an EIM if they decide not to use electronic and structured formats. Ironically, this measure designed to increase interoperability thus could lead companies to reduce their use of the standard formats that foster interoperability.
138
With an increase in the use of non-structured formats, the RDP may exacerbate current data lock-in problemsprecisely the opposite of the intended effect.
Second, and more broadly, a major consideration in achieving consumer welfare is how to create incentives for innovation.
139 Consumers flock to new services, such as social networks, and new devices, such as smartphones. A principal task of antitrust law for the information and communications technology ("ICT") sector is how to foster continued innovation.
140
Proponents of the RDP and of interoperability generally make the case that greater interoperability will lead to more innovation. 141 The idea is that there will be less lock-in, and the second players will be able to offer new products and services once portability increases and switching costs are reduced: "One of the reasons why we tend to like interoperability is that we believe it leads to innovation, as well as other positive things like consumer choice, ease of use, and competition." tion. 143 In addition to the cost of writing an EIM, there will be lower expected returns to a new entrant whose business plan is based at least in part on not fully sharing the data provided by the consumer.
144
This sort of potential first player will have lower expected profits if there is lower consumer stickiness to their platform.
Resolving this tradeoff between innovation by first players and second players is a complex task. 145 Our main point here is that this complexity supports a rule of reason approach, based on the characteristics of a particular market, rather than the per se approach of the RDP. Although market structures vary considerably, important aspects of ICT industries suggest that a rule that mandates interoperability will often reduce innovation. 146 In general, a major theme of innovation theory is the Schumpeterian idea of creative destruction. REV. 1771, 1800 (2012) (explaining that Schumpeterian competition consists of "one dominant firm being replaced by another, and then yet another dominant firm").
148. Waller, supra note 147, at 1801.
Id.
Many technology markets have the basic feature that one player gets a lead and then becomes a market leader, often with a large market share.
150
Economists have at least three related names for this phenomenon: first-mover advantage (an early entrant can gain significant market share), 151 network effects (where the usefulness of a product to one user increases as the number of other users increases), 152 and tipping effect (where one seller gets enough of a lead on competitors that the market tips to a very large market share).
153 Paul Geroski has described the phenomenon of competition for the market, rather than the traditional competition in a market. 154 He writes: "[I]nnovative entry involves producing new products or services, and, for this reason it usually also involves a different business design." 155 Such entry is costly and risky.
156
If there is a rule, such as the RDP, that reduces the profitability of such entry, then we can expect a lower amount of innovation in those new business designs.
Competition law encourages technical innovation that creates dynamic efficiency. 157 As Judge Learned Hand explained, "[t]he successful competitor, having been urged to compete, must not be turned upon when he wins." 158 As discussed in more detail below, competition law compensates successful innovators for the development risk by generally giving them the right to exclude competitors from their assets.
159
A per se mandate of the RDP cuts against this basic principle of competition law, and will tend to reduce innovation where there is competition for the market.
Depending on the breadth of the RDP, Article 18 can specifically reduce investment by first parties in innovative data products. One example of an innovative first party is Angie's List, which since 1996 has compiled reliable reviews about service providers ranging from 150 Angie's List, unlike its competitors, ensures trusted reviews by not accepting anonymous reviews and only counting reviews from active members. 161 If a second player can force companies such as Angie's List to transfer valuable customer data "without hindrance," then there is a reduced incentive to innovate and compile unique data. Under the RDP as currently drafted, future companies like Angie's List that benefit millions of consumers may never get started.
There are thus plausible precompetitive justifications, including incentives for innovations, for services that do not provide an EIM. The D.C. Circuit feared that "per se rules might stunt valuable innovation" by "not giv[ing] newly integrated products a fair shake."
162 Under the rule of reason approach, companies can prove that efficiency justifications outweigh competitive harm caused by restricting data transfers. 163 Under the per se approach of RDP, companies may decide not to engage in risky investments in innovation because of lower expected returns.
C. Failure to Write an EIM Is Generally Not Exclusionary Conduct Under Competition Law
In the discussion of competition law thus far, we have started with points that we thought would be intuitive to readers whose main field is not antitrust-market power is needed before competition law intervenes, and there are likely important static and dynamic efficiencies to allowing software companies to decide what functions to include in their products and services. We now turn to the somewhat more technical discussion of when competition law will find exclusionary conduct-the sort of action to exclude a competitor, such as a second party seeking to use data, that will trigger scrutiny under competition law.
The alleged exclusionary act at issue is lack of interoperability, or failure to write an EIM. Competition law could characterize, or describe, the decision of a software company not to write an EIM in at least three related ways. First, and most appropriately, the decision not to write an EIM might be described as what E.U. law calls "refusal to supply" and U.S. antitrust law usually calls "refusal to deal." 164 Second, the decision of the first party might violate the essential facilities doctrine, which is a type of refusal to supply. 165 Third, the decision of the first party might be considered an anticompetitive tying arrangement, on the theory that the software service is foreclosing competition by tying its offering with a non-interoperable software module. 166 Our view is that failure to supply an EIM would typically comply with competition law under any of these theories. Competition law starts with a presumption that companies have freedom to decide with whom they will deal. 167 In a 2004 case, Verizon Communications Inc. v. Law Offices of Curtis V. Trinko, 168 the Supreme Court of the United States discussed "the few existing exceptions from the proposition that there is no duty to aid competitors." 169 E.U. courts similarly require a showing of exceptional circumstances when examining a refusal to supply. In addition to holding a dominant position in the primary market, the European Commission has announced three enforcement priorities for a refusal to supply claim: "the refusal relates to a product or service that is objectively necessary to be able to compete effectively on a downstream market, the refusal is likely to lead to the elimination of effective competition on the downstream market, and the refusal is likely to lead to consumer harm." 170 In its 2007 decision, Microsoft v. Commission, 171 the E.U. Court of First Instance stated that three conditions are needed to meet the "exceptional" requirements for proving a refusal to supply:
[I]n the first place, the refusal relates to a product or service indispensable to the exercise of a particular activity on a neighbouring market; in the second place, the refusal is of such a kind as to exclude any effective competition on that neighbouring market; in the third place, the refusal prevents the appearance of a new product for which there is potential consumer demand.
172
The threshold for showing a refusal to supply is thus clearly much higher than for finding a violation under Article 18. For instance, refusal to supply applies only to something "indispensable" to a neighboring market, and the refusal must "exclude any effective competition" for that other market. 173 The Commission also expects to enforce the Regulation only where the refusal leads to consumer harm, and the analysis here has shown multiple respects where the RDP is instead likely to create consumer harm as understood in competition law.
174
The concept of essential facilities is closely related to the idea of refusal to supply. 175 This idea of essential facilities might seem like a good fit with the RDP: The data subject and the second party might need access to the data held by the first party to bring competition to markets that rely on that data. The essential facilities doctrine, however, has experienced serious criticism from scholars and the United States Supreme Court. practically or reasonably to duplicate the essential facility; (3) the denial of the use of the facility to a competitor; and (4) the feasibility of providing the facility to competitors.
178
These factors are much stricter than Article 18. The factors require a finding of monopoly, and there must be a "denial of the use of the facility," which is a greater degree of exclusionary conduct than simply a failure to write an EIM. 179 Furthermore, the owner of the facility has the opportunity to dispute whether the access is feasible, 
181
Along with refusal to supply or essential facilities, one might characterize the RDP as preventing a tying arrangement. One might believe that the first party is tying its product, such as a social network, to a tied product, the software that governs export of data. The analogy is not precise-generally there is no separate product for an EIM. The idea of a tie, however, may be useful in suggesting that there could be an obligation of the first party to tie its product to an EIM that provides portability rather than to an EIM that lacks portability.
As with the other alleged exclusionary conduct, however, Article 18 is much stricter than the conclusions about tying that competition law has arrived at after years of analysis and case law. In finding that Microsoft had in fact illegally tied Windows Media Player with the Windows operating system, the E.U. Court of First Instance set forth the factors needed to prove a tying violation.
182
The court first required that the tying and tied products be two separate products, 183 which is not the case with a software service and its EIM. Second, the court analyzed whether "the undertaking concerned is dominant in the market for the tying product." 184 Once again, competition law only steps in to protect consumer welfare where there is dominant market power, in contrast to Article 18. Third, the court analyzed whether "the undertaking concerned does not give customers a choice to obtain the tying product without the tied product."
185 Although a first party may not create an EIM that operates "without hindrance," customers retain the legal and often practical ability to export their data to a different online service. Fourth, the court analyzed whether "the practice in question forecloses competition." 186 This factor allows a court to consider the dynamic effects on the market; as discussed in Part II.B.2, these dynamic factors may well favor less of an RDP than Article 18 provides. In addition, the court analyzed Microsoft's proposed objective justification for its product decision: the possibility that its conduct had efficiencies or was justified by reasons other than an intent to dominate the market. 187 The Court did not find such an objective justification in the facts of that case. 188 Under the different facts of the leading Microsoft decision in the United States, the D.C. Circuit eloquently discussed the reasons to give software providers flexibility in deciding what features and functions to include in a product: "[I]ntegration of new functionality into platform software is a common practice," and integration "is common among firms without market power."
189
In conclusion on competition law, exclusionary practices trigger enforcement only where there is a particularized showing in a specific market of harm to consumers.
190
Competition law acts only where there is strong market power, and efficiencies and other justifications can be given to justify behavior that otherwise may appear exclusionary. 191 This accumulated wisdom and experience in competition law, 184 . Id.
Id.
186. Id. designed to address lock-in effects and high switching costs, is different in numerous respects from the Draft Regulation's text for Article 18. It thus appears difficult to justify the current text on the basis of lock-in or other competition law concerns.
III. THE RDP AND PROTECTION OF FUNDAMENTAL PRIVACY RIGHTS
The previous Part concluded that the proposed RDP is not a good fit with E.U. and U.S. competition law. Another major rationale for the RDP is that it protects individual rights in data protection. Among the brief mentions of the RDP in the Draft Regulation, the following is most on point: "As a precondition and in order to further improve access of individuals to their personal data, [the RDP] provides the right to obtain from the controller those data in a structured and commonly used electronic format."
192
This part of the Essay critically evaluates the proposal to recognize a new right to obtain personal data in a structured and commonly used electronic format. In considering the claimed individual right, we repeat our statement from the Introduction that the idea of data portability is appealing. 193 We hope that it will be implemented as good practice in a range of settings, and we note that major online services have improved data portability over time.
194
The discussion here, however, is how to assess a claimed right of data portability, as implemented in laws such as the proposed Article 18.
In assessing this claim, we briefly examine the extent to which the RDP should qualify as a "human right" or "fundamental right" in the context of global human rights jurisprudence generally and E.U. law more specifically. 195 Whatever sort of right may be implicated, the process for defining the RDP appears to essentially be normal legislation and regulation rather than constitutional deliberation.
196
The definition of the RDP should be based on democratic policy-making rather than rights jurisprudence. Next, the discussion shows how the RDP differs substantially from the pre-existing E.U. right of access, in ways that make the former more than a routine variation on the lat-192. Draft Regulation, supra note 1, at 9; see also Zanfir, supra note 13, at 151 (stating that restricting data flow is a violation of human rights).
193. See supra note 6 and accompanying text. ter. 197 Finally, the proposed right raises serious risks for another principle of data protection law: protecting the security of an individual's personal data. In our world of weak authentication and rampant identity theft, moving all of a person's data to another system "without hindrance" creates security risks that can outweigh the portability benefits.
198
A. The RDP's Uncertain Status Under Human Rights and Fundamental Rights Jurisprudence
To determine whether the RDP is justified on the basis of individual rights, it is helpful to clarify the meaning of "fundamental rights" within E.U. law, as contrasted with human rights jurisprudence more generally, or constitutional rights as understood in the United States. At least for U.S.-trained lawyers, such as the authors, the process for defining a new "fundamental" right in the E.U. appears much closer to standard legislation and regulation than it is to a new constitutional provision.
It is well beyond the scope of this Essay to provide a full discussion of how to identify a new human right. Drawing on the work of noted moral philosopher Joseph Raz, however, there are reasons to be cautious in concluding that the RDP should qualify. In two recent articles, Raz critiques the practice of multiplying the number of human rights.
199
He states: "An ever growing number of rights are claimed to be human rights" and lists numerous examples, such as a right to globalization, the right to comprehensive sexual education, and a right to a secure, healthy, and ecologically sound environment.
200
The range of the newly claimed rights should encourage caution before accepting each newly asserted right. Raz notes that "philosophers tend to take it for granted that human rights are important rights." 201 He also emphasizes that a key function of human rights is to define conditions that are so serious that violations justify international intervention.
202
Compared to protection against genocide or other rights that justify international intervention, a right to portability in data does not seem to be at the same level of importance.
Instead of this sort of human right, however, the Draft Regulation contemplates that the RDP would be a "fundamental" right, as part of the well-developed jurisprudence in the E.U. about fundamental rights in the area of data protection. 203 In the European Convention on Human Rights ("ECHR"), issued in 1950, Article 8 established the right for respect of "private and family life." 204 Courts have understood Article 8 to include the protection of personal data. Compared with the U.S. procedures for creating a new constitutional right, which requires amending the Constitution, the E.U. procedures for defining data protection rights are substantially closer to ordinary legislation and regulation. Under U.S. law, an amendment to the Constitution requires a strict super-majority process, typically with two-thirds of the Senate and House of Representatives and then ratification by three-quarters of the states.
210 By contrast, the right to protection of personal data under Article 16 of the TFEU is defined and subject to modification by the "European Parliament and the Council, acting in accordance with the ordinary legislative procedure" of the E.U. 211 The Draft Regulation states that it is based on Article 16 of the TFEU, 212 and thus proceeds under ordinary legislative procedure. In addition, Paragraph 3 of Article 18 of the Draft Regulation delegates a large portion of the details of defining the RDP to the Commission. 213 The discussion here shows that the procedure for defining a new "fundamental" right within the E.U. is different from defining a new human right that justifies international intervention, or a new constitutional right in the U.S., which requires a difficult-to-enact supermajority vote. "the ordinary legislative procedure." 215 There are vital issues of human dignity and freedom involved in defining fundamental rights, but there is no pre-existing constitution or other text that inevitably dictates how fundamental rights will be shaped in the regulatory process. 216 The definition of a new right in the area of data portability is legitimately open to factual and policy debates that inform "the ordinary legislative procedure."
217
Efforts to understand the new proposed RDP, and critique it where necessary, should be addressed on the merits, and not by a simple assertion that fundamental rights are involved and so discussion is at an end.
B. The RDP Goes Well Beyond the Existing E.U. Right of Access
European legal instruments such as the Data Protection Directive issued in 1995 provide individuals a right to access their personal data.
218
The access right in that directive included "communication to As discussed above, Paragraph 1 of Article 18 in many cases provides the right to obtain data "in an electronic and structured format which is commonly used and allows for further use by the data subject."
221 Note that the old access requirement of communication "in an intelligible form" 222 expands to a requirement under the RDP that the format be electronic and structured, and allow for further use by the data subject.
223
Paragraph 2 further requires information in an automated processing system to be provided "in an electronic format which is commonly used, without hindrance" from the entity operating the system. 224 The RDP differs in at least two important ways from the previous right of access. First, data protection regulators have previously stated that controllers could work with the data subject to narrow an access request.
225
For instance, in response to a request that an individual get all data about herself, the controller could speak with the individual to determine what specific information the individual was seeking. 226 This ability to define the scope of a request is considerably less burdensome on the controller than the requirement to provide all of an individual's personal data through an automated process, and to do so "without hindrance."
227 Second, data protection regulators have previously made clear that the right of access did not require the controller to create a computer system in advance to give automatic responses to access requests.
228 By contrast, the RDP appears to require creation of the EIM in advance, so that data can automatically be exported from a system the controller must build for that purpose.
229
Not only are the requirements of the RDP different from those for the right of access, but the Draft Regulation itself provides support for the idea that the RDP is a new right that is distinct from, and goes beyond, the right of access. At a formal level, Section 2 of the Draft Regulation is entitled "Information and Access to Data," 230 and contains Article 15, entitled "Right of access for the data subject."
231 Separately, Section 3 is entitled "Rectification and Erasure," 232 and Article 18 the "Right to data portability." 233 The fact that the RDP is in a different section of the Draft Regulation and has a different name is evidence that the RDP is not merely a small modification to the existing right to access.
234
The way the term "data portability" is used in other contexts further shows the gap between data portability and the E.U. definition of the right of access. Notably, the Data Portability Project was created before the end of the prescribed period beginning with the relevant day" and "the prescribed period" means forty days or such other period as may be prescribed"). The Commission also wants to guarantee free and easy access to your personal data, making it easier for you to see what personal information is held about you by companies and public authorities, and make it easier for you to transfer your personal data between service providers-the so-called principle of "data portability."
Id.
in 2007, 235 and incorporated in the U.S. as a non-profit in 2009. 236 A major effort of the project has been a series of ten model questions issued in 2010 "that sites can answer to explain how people can bring data in and take it out."
237
The questions promote transparency, so that an organization can clearly communicate its policies and practices to the public. 238 The ten questions cover a diverse set of issues, including the creation of a new identity on the site, the ability to import data to the site, and whether there is automatic updating for actions taken on other sites. 239 Two aspects of the project's model questions are relevant to our comparison of the right of access and the meaning of data portability. First, the project clearly states that it does not believe there are correct answers to the questions, and that the model questions promote transparency rather than dictate practices. 240 Second, quite a few of the questions, such as the identity and updating questions just noted, address issues other than those covered by the longstanding E.U. definition of the right of access.
241
The meaning of any right to data portability is still in the early stages of development, and the ten questions asked by the Data Portability Project differ substantially from the E.U. right of access. In short, the RDP is substantially different from the pre-existing right of access in E.U. law. If the RDP is included within E.U. law as a fundamental right, it should be recognized as a distinct and new right. The new right to data portability appears more closely akin to the personal data ownership theory-"attaching property rights to personal information." 243 The ability to transfer information "without hindrance" gives users ownership over their information. The idea that personal information is property has been widely debated, 244 with some questioning whether personal data ownership has "compatibility with the European Legal System."
245 "So far, personal information has not been deemed 'property' . . . in the EU." 246 We do not take a position for or against the personal data ownership theory or the right to data portability as a fundamental right. Instead, we simply point out that the lack of consensus suggests that the norms for data portability have not been established. 247 It is risky to create a new fundamental right before there is general agreement of the norms defining that right.
C. The RDP Is in Tension with an Individual's Right of Data Security
Within the framework of the E.U.'s existing fundamental right to data protection, a new right to data portability is in significant tension with the individual's existing right to data security. 248 With the RDP, one-time access to a site, such as by a hacker, can turn into a lifetime's download of data from that site. Defining the RDP, therefore, should be done with full awareness of risks to the right to data security. Unquests are made one at a time, and the controller can speak with the data subject to define the request, then the controller can apply the exceptions where appropriate. Cf. supra notes 225-226 and accompanying text (explaining how a request for information could be narrowed). By contrast, it may take a considerable amount of regulatory definition and software effort to build each access exception into a new RDP, so that a person's records are exported "without hindrance." Draft Regulation, supra note 1, art. 18(2), at 53. fortunately, Article 18 as drafted makes no mention of the right to data security.
Security has long been recognized as an important issue when defining the ability of an individual to access data. 249 The Federal Trade Commission ("FTC") in 1999 formed an advisory committee on Access and Security. 250 The committee report recognized that "there is a very real tension between access and security." 251 Notably, "privacy is lost if a security failure results in access being granted to the wrong person-an investigator making a pretext call, a con man engaged in identity theft, or, in some instances, one family member in conflict with another." 252 Security is a materially bigger risk with the RDP. Before, access was often one-off, with the individual asking for particular information and receiving a limited amount of data. 253 With the RDP, an individual's lifetime of data with a service can be downloaded all at once. 254 The quantity of personal data at risk is therefore far greater. The affirmative requirement to create an EIM also means that the downloading is automated rather than the one-at-a-time responses to access requests that have been the norm to date. 255 The Article 18 requirement of downloading data "without hindrance" adds an additional layer of risk. 256 This language could be interpreted to prohibit a site from double-checking a user's identity if the request comes from a new IP address or otherwise appears to present a higher risk of identity fraud. Notably, banks often set a daily limit on online consumer transactions, such as $1000. That practice suggests the wisdom of considering something more cautious, at least for sensitive information, than an immediate transfer of all information without hindrance. Layered security in the banking industry includes other practices such as: out-of-band authentication before completing internet transactions, sophisticated challenge questions, and suspicious activity detection. 259 Similar techniques could prove instrumental in protecting consumer privacy in a world with the RDP.
The 2000 FTC report stressed a key risk with online access: the lack of effective authentication on the Internet. 260 This lack of good authentication continues today, precisely for the online services that are the main subject of the RDP. A recent prominent example was when Wired reporter Mat Honen had much of his lifetime archive of files remotely wiped by a hacker. 261 In that instance, the hacker appeared to use "social engineering" to get into Honen's account-the hacker persuaded the customer service representative to reset passwords and thereby give the hacker full access to Honen's files. 262 Any individual right in the area of data portability should thus be considered together with the individual's right for the data to be protected securely. Fundamental rights to flow data more quickly should be considered together with fundamental rights to block access to those who are not entitled to get it. 
IV. INTEROPERABILITY ITSELF AS A RATIONALE FOR THE RDP
The previous Parts have responded to the claims that Article 18 and the RDP are justified to address lock-in problems or protect the fundamental rights of the data subject. As discussed above, there are serious questions that a broad version of the RDP is justified under either competition or fundamental rights law. One additional argument for the RDP is that there may be reasons to support interoperability itself, apart from competition law or fundamental rights reasons. As we have stated throughout this Essay, we support interoperability in a wide range of settings. 264 Our understanding of Article 18, however, is that the RDP as proposed is quite different from previous legal efforts to protect interoperability. Proponents to date have not addressed this new aspect of the RDP, which places an affirmative mandate on the first player to create an EIM, and thus differs from previous efforts to ensure that it is lawful for second players to build products that can operate with the first player.
Apart from current doctrines of competition law or fundamental rights, interoperability itself might be a rationale for Article 18. Some scholars, for instance, believe that competition law currently inadequately protects against abuses from dominant networks.
265
Tim Berners-Lee, credited with inventing the World Wide Web, 266 is a notable supporter of interoperability. By increasing data flow between websites, he sees the potential for "unexpected, serendipitous re-use of data, that is, when somebody uses that information for a completely different purpose." 267 In their 2012 book Interop, John Palfrey and Urs Gasser write: "Interoperability should be an explicit goal in national and international discussions of business, law, and policy because the upsides of interoperability are massive: it fosters innovation and competition, enhances diversity, gives consumers choice, and can lead to unexpected benefits over time." computing, interoperability is a desirable goal when it prevents social networks such as Twitter and LinkedIn from locking in users by giving them the right to transport their data from those networks.
269
One notable legal source that supports interoperability is the 1995 Court of Appeals for the First Circuit opinion in Lotus Development Corp. v. Borland International. 270 In that case, the court held that Lotus could not use copyright to protect its menu command hierarchy-a type of interoperability information. 271 Borland was thus permitted to copy Lotus's menu command hierarchy to build its own spreadsheet program. 272 The case specifically interprets the U.S. copyright law in a way that prevents the first party, Lotus, from blocking the second party, Borland.
273
The case can also be viewed as consistent with a broader message: The second party has and should have considerable freedom to find ways to write its own code so as to promote interoperability. There is a major distinction, however, between this freedom of the second party and the RDP. Article 18 imposes an affirmative mandate on the first party to write the EIM. 274 This affirmative obligation on the first party is a long step past the Lotus v. Borland holding of freedom to act by the second party.
European Union law on this point is similar. The 1991 E.U. Computer Programs Directive provides a copyright exception that allows second parties to first observe and study and then copy information necessary to achieve interoperability with the first party's product. 275 As described by noted copyright scholar Pamela Samuelson, U.S. and E.U. law both provide "first, that interfaces necessary to interoperability may be unprotectable by copyright law, and secondly, that reverse engineering of computer programs, insofar as it is necessary to discerning interface information, does not infringe software 273. See id. at 819 (finding that Lotus's menu command was uncopyrightable subject matter and therefore Borland could copy it without infringing on Lotus's copyright).
274. See Draft Regulation, supra note 1, at art. 18(2), at 53 (directing the first party to provide data "without hindrance"). unique data compilations of those social networks through the Facebook platform. 285 These examples of consumer preference for and competitive cooperation within walled gardens suggest caution before enacting the RDP that uniformly imposes interoperability mandates on both small and large providers of online services.
V. CONCLUSION
This Essay fills a surprisingly large gap in the debates about the proposed E.U. Data Protection Regulation. The gap may exist in part because data portability is an attractive concept-we as consumers would like to be able to move "our" stuff from one system to another. 286 In addition, data portability is a proposed new fundamental human right, 287 and many authors would rather support human rights than criticize them.
The proposed Article 18, however, has serious flaws from both a competition and privacy perspective. 288 Competition law in the E.U. and U.S. focuses on the welfare of consumers.
289
As discussed here, however, the proposed RDP appears to reduce consumer welfare.
290
Interoperability is often hard to achieve, and the RDP would impose substantial costs on suppliers of software and apps, to write the software to export data from one system "without hindrance" so that the data can be imported smoothly into a second system. 291 The costs of this mandated code would be passed on to consumers. As a matter of competition law, Article 18 is over-broad, applying to small enterprises, to enterprises with no monopoly power, and to markets with no barriers to entry. 292 More generally, Article 18 conflicts with the competition law rules about exclusionary conduct; it creates a per se prohibition where competition law would apply a rule of reason approach, considering efficiencies as well as possible harm to competition. 
